5239

63D
12 Jun 00
From Conmander, Naval Supply Systens Command
Subj : | NFORVATI ON ASSURANCE (1 A) PROGRAM FOR THE NAVAL SUPPLY

SYSTEMS COMVAND

Ref : (a) OPNAVI NST 5239. 1B of 9 Nov 99
(b) DODI NST 5200. 40 of 30 Dec 97
(c) CNO Washi ngton DC 152300Z Nov 99
(d) NAVSUPI NST 5239. 1A of 3 May 93

1. The security challenges confronting NAVSUP s information and
information systens are multiplying rapidly with the exponenti al
growt h of interconnected systens for producing and exchangi ng
data. As interconnectivity increases and the threats to
information and i nformation systens becone nore sophisticated
and diverse, NAVSUP systens becone inherently nore vul nerable to
surreptitious access and nalicious attacks.

2. In light of the above factors, both our information and
i nformation systens nust be properly devel oped, managed, and
protected as required by |law, regulation, or treaty.
Facilitating the managenent and protection of our systens
requires an appropriate comm tnent of personnel and ot her
resources to inplenent security neasures and to pronote user
awar eness.

3. In support of the above goals, addressees wll:

a. Execute the provisions of reference (a). As this
conprehensive directive precludes the need for NAVSUP to
maintain its own | A policy docunent, reference (d) is hereby
cancell ed. The NAVSUP Conmand | A Program O fice wll continue
to centrally fund corporate initiatives, support |ocal prograns
to the maxi mum practical extent, and di ssem nate specific
i npl enment ati on gui dance as required.

b. Ensure the IA Programis adequately staffed. |In view of
the i nportance and grow ng responsibilities of this inherently-
governnmental function, this should be a full-tine responsibility
of at |east one permanent governnent enployee. |If an activity
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is larger than 500 enpl oyees, a second or third individual
shoul d be designated as staff to the Manager.

c. Pronpote and endorse an | A Awareness Program This
program shal |l educate nanagers, devel opers, and users on current
A initiatives. These initiatives should include, but not be
limted to, firewall policy, systemcertification and
accreditation requirenents (reference b), Navy/Mrine Corps
I ntranet inpact, redel egati on of Designated Approval Authority
policy, on-line survey requirenents, Information Condition
status, safe | A practices, and the corporate security program
strategy. Email, flyers, posters and videos are sone of the
nmet hods that can be used in inplenenting this program

d. Ensure all systens administrators are Navy-IA System
certified as outlined in reference (c).

4. Qur point of contact is Ms. Charlene F. Tallman, SUP 63D, at
717-605-1432 or DSN 430-1432.

/sl Larry M d asco
Executive Director

DI STRI BUTUI ON:
(see page 3)
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DI STRI BUTI ON:

FI SC Jacksonvill e (Code CO
FI SC Norfol k (Code 00)

FI SC Pear| Harbor (Code 00)
FI SC Puget Sound (Code 00)
FI SC San Di ego (Code 00)

FI SC Yokosuka (Code 00)
FMSO (Code 9)

FOSSAC (Code 00)

NALC Mechani csburg (00)
NAVI CP ( Code 00)

NAVPETOFF ( Code” 00)
NAVTRANS ( Code 00)

NEXCOM ( Code 00)

Copy to:

FI SC Jacksonvill e (Codes 30, DMX)

FI SC Norfol k (Codes 82, 80.1)

FI SC Pear| Harbor (Codes 95C/ D, 09)

FI SC Puget Sound (Code 43.3, 44)

FI SC San Diego (Codes 032, 3l)

FI SC Yokosuka (Codes 31, 30IYS)

FMSO (Codes 94, 941, 941-1 NFOSEC Team 94E, 95B, 961)
FOSSAC (Code 010

NALC | ndi an Head (Code 091B)

NAVI CP (Codes 041, 04E, 0416, 054, 0542, 05422.03, 0543, 05733,
MD43, MI433.01, P045.25, P089, P0892, M426, P042)
NAVPETOFF ( Code 10)

NAVSUP ( X32 and Codes 02XB, 330C)

NAVTRANS ( Code 06)

NEXCOM ( Code | A)



